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1 INTRODUCTION

1 Introduction

Currently the Internet Protocol in version 4 (IPv4) is predominantly used. This protocol
was developed in September 1981. The most significant harm of IPv4 is the size of the
address numbers. An IPv6 address has only 32 bits so a shade under 4.3 billions unique
addresses were possible. Nowadays many of the IPv4 addresses are in use. IP version
4 and ICMP version 4 are described in the previous assignments 3.1 and 3.2.

Among other things this shortage of IPv4 addresses leads to the development of a new
Internet Protocol so in this assignment (3.3) the IP version 6 (IPv6) and ICMP version
6 (ICMPv6) are at the point of view. IPv6 brings much larger addresses with (128 bits
per address are allowed). Additionally some header fields have changed, especially
the header policy concerning rarely used headers. IPv6 introduces the use of extended
headers which were used to indicate IP fragmentation for example.
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2 NODE CONFIGURATION (EXERCISE 4.1)

2 Node Configuration (Exercise 4.1)

In this section the network settings of the used PC are described. The relevant infor-
mation of the source PC used by the author of this assignment (Micha Koller) is listed
below.

2.1 Display all IPv4 and IP6 configuration (Exercise 4.1.a)

First the very well known command is executed:

ipconfig /all

This command shows various information that describes all existing network interfaces
of a PC. The complete output of this command can be found in listing 21 which is
located in the appendix, because it is a very large output.

The most important configuration values are shown in listing 1.

Ethernetadapter LAN-Verbindung 2:
Verbindungsspezifisches DNS-Suffix:
Beschreibung. . . . . . . . . . . :
Physikalische Adresse . . . . . . : 00-1D-92-E0-45-34
DHCP aktiviert. . . . . . . . . . : Nein
IP-Adresse. . . . . . . . . . . . : 2001:7c0:c00:0:a525:69a8:37a9:8c00
IP-Adresse. . . . . . . . . . . . : 2001:7c0:c00:0:21d:92ff:fee0:4534
IP-Adresse. . . . . . . . . . . . : fe80::21d:92ff:fee0:4534%4
Standardgateway . . . . . . . . . : fe80::250:4ff:fe98:7a7b%4
DNS-Server. . . . . . . . . . . . : fec0:0:0:ffff::1%4

fec0:0:0:ffff::2%4
fec0:0:0:ffff::3%4

NetBIOS ueber TCP/IP . . . . . . . : Deaktiviert

Listing 1: Exercise 4.1.a - The most important output of command ipconfig /all
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2 NODE CONFIGURATION (EXERCISE 4.1)

2.2 Display only IP version 6 configuration (Exercise 4.1.b)

Next there is a special command to examine only IP version 6 configurations:

ipv6 if

The complete output of this command can be found in listing 22 which is also located
in the appendix.

The most important configuration values are shown in listing 2.

Schnittstelle 4: Ethernet
Guid {587114F0-85C0-4482-B778-68CBA7469BCA}
Zonen: link 4 site 4
verwendet Umgebungsentdeckung
verwendet Routersuche
Verbindungsschichtadresse: 00-1d-92-e0-45-34

preferred global 2001:7c0:c00:0:a525:69a8:37a9:8c00, Gueltigkeitsdauer 6d19h53m44s/19h50m57s (temporaer)
preferred global 2001:7c0:c00:0:21d:92ff:fee0:4534, Gueltigkeitsdauer 29d23h59m58s/6d23h59m58s (oeffentlich)
preferred link-local fe80::21d:92ff:fee0:4534, Gueltigkeitsdauer infinite
Multicast interface-local ff01::1, 1 refs, kann nicht berichtet werden
Multicast link-local ff02::1, 1 refs, kann nicht berichtet werden
Multicast link-local ff02::1:ffe0:4534, 2 refs, letzter Bericht
Multicast link-local ff02::1:ffa9:8c00, 1 refs, letzter Bericht

Verbindungs-MTU 1500 (Wahrer Verbindungs-MTU 1500)
aktuelles Abschnittsmaximum 64
erreichbare Zeit 19500ms (Basis 30000ms)
Intervall fuer erneute Uebertragung 1000ms
DAD-Uebertragungen 1
Standardsite-Praefixlaenge 48

Listing 2: Exercise 4.1.b - The most important output of command ipv6 if

2.3 Display only IP version 6 configuration (Exercise 4.1.c)

The command netsh provides also some information about the existing network in-
terfaces:

netsh int IPv6 show address

The complete output of this command can be found in listing 23 which is also located
in the appendix. Excepting the already shown IPv6 addresses there can nothing sub-
stantial seen.
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3 PING6 COMMANDS (EXERCISE 4.2)

3 PING6 commands (Exercise 4.2)

Perform this exercise has the aim to explor the IP functionality of version 6 of the pro-
tocol. Therefore windows provides a command with the name ping61. The command
will send an echo request to the destination IP address and if it is reachable an echo
reply packet comes back.

Echo request and reply packets were transported based on Internet Control Message
Protocol (ICMP). An ICMP packet is inserted in the data field of an IP packet. Each IP
packet is encapsulated by an Ethernet frame again before they are sent into the network
(protocol stack).

All of these protocols are specified in technical documents which are called Request for
Comments (RFC). ICMP version 6 is specified in RFC 2463 [ACL98] and IP version 6
is specified in RFC 2460 [SDC98]. To use IP version 6 no new Ethernet specification is
necessary.

To understand the recorded data it is important to know a little of the structure of
the applied protocol headers. But in this writing there is no need to give a complete
description of all protocol header fields. Only the essential protocol header fields will
be described later at the corresponding place.

The structure of an Ethernet packet header is shown in listing 3, in case of IP pack-
ets the protocol header is shown in listing 42. Note that the IPv6 header has a fixed
length of 40 bytes. Rarely used options can be enabled by one of the following exten-
sion headers: Hop-by-Hop Options, Routing (Type 0), Fragment, Destination Options,
Authentication or Encapsulating Security Payload.

ICMP headers are different and depends on the actual use, so in listing 53 the static
parts of the ICMP header is stated and in listing 6 an ICMP header of an echo request
or reply (ping) packet is mentioned. An ICMPv6 protocol header has a fixed length of
8 bytes.

1Microsoft gives a short description to the command line tool ping6 here: [Mic09].
2Source of the header structure is [SDC98].
3Source of the header structure is [ACL98].

Assignment 3.3 - Micha Koller - Analysis of new internet protocols page 6 of 28



3 PING6 COMMANDS (EXERCISE 4.2)

1 0 1 2 3
2 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
3 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
4 | Ethernet destination address (first 32 bits) |
5 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
6 | Ethernet dest (last 16 bits) |Ethernet source (first 16 bits)|
7 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
8 | Ethernet source address (last 32 bits) |
9 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

10 | Type code | |
11 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
12 | IP header, then TCP header, then your data |
13 | |
14 | ... |
15 | |
16 | end of your data |
17 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
18 | Ethernet Checksum |
19 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Listing 3: Abstract structure of an Ethernet header

1 0 1 2 3
2 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
3 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
4 |Version| Traffic Class | Flow Label |
5 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
6 | Payload Length | Next Header | Hop Limit |
7 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
8 | |
9 +- -+

10 | |
11 +- Source Address -+
12 | |
13 +- -+
14 | |
15 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
16 | |
17 +- -+
18 | |
19 +- Destination Address -+
20 | |
21 +- -+
22 | |
23 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Listing 4: Abstract structure of an IP header

1 0 1 2 3
2 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
3 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
4 | Type | Code | Checksum |
5 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
6 | Message specific data |
7 +-... ...-+
8 | |
9 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Listing 5: Abstract structure of an ICMP header (static parts)

Assignment 3.3 - Micha Koller - Analysis of new internet protocols page 7 of 28



3 PING6 COMMANDS (EXERCISE 4.2)

1 0 1 2 3
2 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
3 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
4 | Type | Code | Checksum |
5 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
6 | Identifier | Sequence Number |
7 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
8 | Data ... |
9 +-... ...-+

10 | |
11 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Listing 6: Structure of an ICMP echo request or reply header

3.1 Sending ping with default size (Exercise 4.2.a)

The goal of this exercise is to observe how a ping within a single subnet works and
which types of packets are sent to the network. To send a single IPv6 the following
command is executed in the windows command line:

ping6 -n 1 -l 64 2001:7c0:c00:0:21d:92ff:fee2:9f8a

Using the parameters n and l differ not from a normal (IPv4) ping command: n = 1
means to send only one echo request and l = 64 describes that 64 bytes of ICMP data
will be carried by the echo request and of course in the echo reply.

Listing 7 shows the command line output after the execution of the ping command.
The output looks very similar to ping version 4 outputs and is shown in listing 7. No
further ping output will be shown in this assignment.

Pinging 2001:7c0:c00:0:21d:92ff:fee2:9f8a wird angepingt
von 2001:7c0:c00:0:a525:69a8:37a9:8c00 mit 64 Bytes Daten:

Antwort von 2001:7c0:c00:0:21d:92ff:fee2:9f8a Bytes=64 Zeit=<1ms

Ping-Statistik für 2001:7c0:c00:0:21d:92ff:fee2:9f8a
Pakete: Gesendet = 1, Empfangen = 1, Verloren = 0 (0% Verlust),

Ungefähre Zeitangaben in Millisekunden:
Minimum = 0ms, Maximum = 0ms, Mittelwert = 0ms

Listing 7: Exercise 4.2.a - Output of the successfully done ping
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3 PING6 COMMANDS (EXERCISE 4.2)

With Wireshark the following two network packets were recorded:

1 No. Time Source Destination Protocol Info
2 2 1.458514 2001:7c0:c00:0:a525:69a8:37a9:8c00 2001:7c0:c00:0:21d:92ff:fee2:9f8a ICMPv6 Echo request
3 3 1.458733 2001:7c0:c00:0:21d:92ff:fee2:9f8a 2001:7c0:c00:0:a525:69a8:37a9:8c00 ICMPv6 Echo reply

Listing 8: Exercise 4.2.a - List of recorded packets

To hide packets which were uninteresting a Wireshark display filter was applied to
show only packets from the source PC and destination PC:

ipv6.addr==2001:7c0:c00:0:a525:69a8:37a9:8c00 ||
ipv6.addr==2001:7c0:c00:0:21d:92ff:fee2:9f8a

The first packet (frame 2) is an usual echo request packet. Some details of the packet
were shown in listing 9.

1 Frame 2 (126 bytes on wire, 126 bytes captured)
2 Ethernet II, Src: Micro-St_e0:45:34 (00:1d:92:e0:45:34), Dst: Micro-St_e2:9f:8a (00:1d:92:e2:9f:8a)
3 Destination: Micro-St_e2:9f:8a (00:1d:92:e2:9f:8a)
4 Source: Micro-St_e0:45:34 (00:1d:92:e0:45:34)
5 Type: IPv6 (0x86dd)
6 Internet Protocol Version 6
7 0110 .... = Version: 6
8 .... 0000 0000 .... .... .... .... .... = Traffic class: 0x00000000
9 .... .... .... 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000

10 Payload length: 72
11 Next header: ICMPv6 (0x3a)
12 Hop limit: 64
13 Source: 2001:7c0:c00:0:a525:69a8:37a9:8c00 (2001:7c0:c00:0:a525:69a8:37a9:8c00)
14 Destination: 2001:7c0:c00:0:21d:92ff:fee2:9f8a (2001:7c0:c00:0:21d:92ff:fee2:9f8a)
15 Internet Control Message Protocol v6
16 Type: 128 (Echo request)
17 Code: 0
18 Checksum: 0x9f7b [correct]
19 ID: 0x0000
20 Sequence: 0x0002
21 Data (64 bytes)

Listing 9: Exercise 4.2.a - Echo request packet by using IP version 6

The packet looks similar to a conventional IP version 4 echo request but there are some
differences. First the Ethernet frame has a special type (0x86dd) which describes that
the frame contains IPv6 data. This can be seen in line 5 of the listing 9. In line 11 there
is a field IP header field which is called next header. This field has a length of 8 bits
and describes the type of the immediately following header. It uses the same values as
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3 PING6 COMMANDS (EXERCISE 4.2)

the IPv4 Protocol field4. Furthermore all IP addresses have a length of 128 bits, which
shows line 13 and line 14.

The second packet which is a echo reply packet will be not shown in detail because
there is nothing interesting to see. It works mostly like in IP version 4: The echo re-
ply packet differs only a little from the request packet. Of course the destination and
source addresses where switched. The ICMP message type changed also from 128 (echo
request) to 129 (echo reply).

Both of the recorded frames have a length of 126 bytes. This size can be calculated with
the following equation:

totalSize = headerEthernetI I + headerIPv6 + headerICMPv6 + data (1)
= 14 bytes + 40 bytes + 8 bytes + 64 bytes
= 126 bytes

3.2 Sending a large ping (Exercise 4.2.b)

ping6 -n 1 -l 2000 2001:7c0:c00:0:21d:92ff:fee2:9f8a

Only the parameter l is modified to the value 2000. This means 2000 bytes of data will
be carried by the echo request and also echo reply.

Ethernet (10Mb) has an MTU (maximum transmission unit) of 1500 bytes, which means
no Ethernet frame can be bigger than that (Ethernet header excluded) [Pos83]. To trans-
mit larger data sections anyway a fragmentation is done, which means that the data is
split up to multiple packets. Realising this a IP extension header called fragmentation
header will be sent.

4All possible values were described in RFC 1700 [JR94]
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3 PING6 COMMANDS (EXERCISE 4.2)

With Wireshark the following two network packets were recorded:

1 No. Time Source Destination Protocol Info
2 1 0.000000 2001:7c0:c00:0:a525:69a8:37a9:8c00 2001:7c0:c00:0:21d:92ff:fee2:9f8a IPv6 IPv6 fragment (nxt=...
3 2 0.000036 2001:7c0:c00:0:a525:69a8:37a9:8c00 2001:7c0:c00:0:21d:92ff:fee2:9f8a ICMPv6 Echo request
4 3 0.000288 2001:7c0:c00:0:21d:92ff:fee2:9f8a 2001:7c0:c00:0:a525:69a8:37a9:8c00 IPv6 IPv6 fragment (nxt=...
5 4 0.000305 2001:7c0:c00:0:21d:92ff:fee2:9f8a 2001:7c0:c00:0:a525:69a8:37a9:8c00 ICMPv6 Echo reply

Listing 10: Exercise 4.2.b - List of recorded packets

Both echo request and echo reply were splitted up into two packets. The first packet
(frame 1) is the first fragment of the echo request and shown in listing 11. In line 8
it can be seen that the field next header is filled with the value 0x2c (IPv6 fragment)
so this indicates that an IPv6 extension header with the type fragmentation follows
immediately. This header is shown in line 12 and the following lines.

1 Frame 1 (1510 bytes on wire, 1510 bytes captured)
2 Ethernet II, Src: Micro-St_e0:45:34 (00:1d:92:e0:45:34), Dst: Micro-St_e2:9f:8a (00:1d:92:e2:9f:8a)
3 Internet Protocol Version 6
4 0110 .... = Version: 6
5 .... 0000 0000 .... .... .... .... .... = Traffic class: 0x00000000
6 .... .... .... 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
7 Payload length: 1456
8 Next header: IPv6 fragment (0x2c)
9 Hop limit: 64

10 Source: 2001:7c0:c00:0:a525:69a8:37a9:8c00 (2001:7c0:c00:0:a525:69a8:37a9:8c00)
11 Destination: 2001:7c0:c00:0:21d:92ff:fee2:9f8a (2001:7c0:c00:0:21d:92ff:fee2:9f8a)
12 Fragmentation Header
13 Next header: ICMPv6 (0x3a)
14 0000 0000 0000 0... = Offset: 0 (0x0000)
15 .... .... .... ...1 = More Fragment: Yes
16 Identification: 0x00000003
17 Reassembled IPv6 in frame: 2
18 Data (1448 bytes)

Listing 11: Exercise 4.2.b - Echo request fragment #1

Note frame 1 is only a IPv6 packet (the ICMPv6 information will be send in the second
fragment) so the maximal data can be calculated with:

maxdataIP packet = MTUEthernet − headerIPv6 − extendedHeaderIPv6Fragmentation (2)

= 1500 bytes− 40 bytes− 8 bytes
= 1452 bytes

Theoretically 1452 bytes can be transmitted with the first fragment but only 1448 bytes
(line 18) were really transmitted. The reason of that is the length of the field offset in
the fragmentation extension header of IPv6. This field has only the size 13 bytes and
it describes the offset only in 8 bytes steps. 1452 is not divisible by 8 so the next lesser
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3 PING6 COMMANDS (EXERCISE 4.2)

number which is divisible without remainder is 1448.

Wireshark records 1510 bytes (line 1) which contains the Ethernet MTU and the Ether-
net header so the recorded bytes can be computed with:

totalSize = headerEthernetI I + headerIPv6 + headerIPv6Fragmentation + data (3)

= 14 bytes + 40 bytes + 8 bytes + 1448 bytes
= 1510 bytes

Listing 12 shows the second fragment of the echo request. There is also added an frag-
mentation header and in line 14 the offset for the data is noted.

1 Frame 2 (622 bytes on wire, 622 bytes captured)
2 Ethernet II, Src: Micro-St_e0:45:34 (00:1d:92:e0:45:34), Dst: Micro-St_e2:9f:8a (00:1d:92:e2:9f:8a)
3 Internet Protocol Version 6
4 0110 .... = Version: 6
5 .... 0000 0000 .... .... .... .... .... = Traffic class: 0x00000000
6 .... .... .... 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
7 Payload length: 568
8 Next header: IPv6 fragment (0x2c)
9 Hop limit: 64

10 Source: 2001:7c0:c00:0:a525:69a8:37a9:8c00 (2001:7c0:c00:0:a525:69a8:37a9:8c00)
11 Destination: 2001:7c0:c00:0:21d:92ff:fee2:9f8a (2001:7c0:c00:0:21d:92ff:fee2:9f8a)
12 Fragmentation Header
13 Next header: ICMPv6 (0x3a)
14 0000 0101 1010 1... = Offset: 181 (0x00b5)
15 .... .... .... ...0 = More Fragment: No
16 Identification: 0x00000003
17 [IPv6 Fragments (2008 bytes): #1(1448), #2(560)]
18 [Frame: 1, payload: 0-1447 (1448 bytes)]
19 [Frame: 2, payload: 1448-2007 (560 bytes)]
20 Internet Control Message Protocol v6
21 Type: 128 (Echo request)
22 Code: 0
23 Checksum: 0x8dde [correct]
24 ID: 0x0000
25 Sequence: 0x0003
26 Data (2000 bytes)

Listing 12: Exercise 4.22.b - Echo request fragment #2

In line 19 the size of the second fragment is shown: 560 bytes.

dataremaining = datarequested − datasent (4)

= 2000 bytes− 1448 bytes
= 552 bytes
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3 PING6 COMMANDS (EXERCISE 4.2)

Wireshark records the second fragment with 622 bytes. This size can be calculated with
the computation below:

totalSizesecondFragment = headerEthernetI I + headerIPv6 + headerIPv6Fragmentation (5)

+ headerICMPv6 + dataremaining

= 14 bytes + 40 bytes + 8 bytes + 8 bytes + 552 bytes
= 622 bytes

The echo reply is also fragmented into two packets but it works like it is already de-
scribed above by doing the echo request.

3.3 Observing while booting (Exercise 4.2.c)

Analysing the system configuration with the IPv6 stateless method is the goal of this
section. The stateless address auto configuration is specified in RFC 2462 [STB98].

1. Creation of Link-Local Addresses
A link-local address is formed by pretending the well-known link-local prefix
FE80::0 with the length of 64 bits [RHN98]. If the interface identifier has a
length of N bits, the interface identifier replaces the right-most N zero bits of
the link-local prefix. If the interface identifier is more than 118 bits in length, auto
configuration fails and manual configuration is required. Note that interface iden-
tifiers will typically be 64-bits long and based on EUI-64 identifiers as described
in [RHN98]. A link-local address has an infinite preferred and valid lifetime; it is
never timed out [STB98].

2. Duplicate Address Detection
The procedure for detecting duplicate addresses uses Neighbour Solicitation and
Neighbour Advertisement messages. If a duplicate address is discovered during
the procedure, the address cannot be assigned to the interface. [STB98]

3. Creation of Global and Site-Local Addresses

a.) Soliciting Router Advertisements:
Router Advertisements are sent periodically to the all-nodes multicast ad-
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3 PING6 COMMANDS (EXERCISE 4.2)

dress. To obtain an advertisement quickly, a host sends out Router Solicita-
tions as described in RFC 2461 [TNI98].

b.) Absence of Router Advertisements
c.) Router Advertisement Processing

IPv6 allows no IP broadcast messages so the Address Resolution Protocol (ARP) is re-
placed by a newer one: The Neighbor Discovery for IP Version 6 (IPv6) [TNI98] defines
how the MAC address resolution is done. Therefore two IPv6 multicasts addresses are
important: First the all-nodes multicast address which is FF02::1. Sending a packet
to this address results that this packet is received by every node considering link-local
scope. Second there is the all-routers multicast address which is FF02::2. All routers
considering the link-local scope will receive packets which were sent to this address.

Observing the IPv6 system configuration requires a reboot of the computer. With an-
other PC Wireshark is running and records the packets wich were sent while rebooting.
This task was done in a team: Daniel Hommel was rebooting his PC and I (Micha
Koller) was recording this with Wireshark. Listing 13 shows the recorded packets. To
see only the relevant packets a wireshark display filter is applied:

icmpv6

1 No.Time Source Destination Protocol Info
2 1 0.000000 fe80::250:4ff:fe98:7a7b ff02::1 ICMPv6 Router advertisement
3 ...
4 14 57.445343 :: ff02::2 ICMPv6 Router solicitation
5 15 57.445350 :: ff02::1:ffe2:9f8a ICMPv6 Neighbor solicitation
6 16 57.445423 :: ff02::1:ffe2:9f8a ICMPv6 Multicast listener report
7 17 57.445884 fe80::250:4ff:fe98:7a7b ff02::1 ICMPv6 Router advertisement
8 18 57.945320 :: ff02::1:ff7d:a0e3 ICMPv6 Neighbor solicitation
9 19 57.945327 :: ff02::1:ffe2:9f8a ICMPv6 Neighbor solicitation

10 20 57.945401 :: ff02::1:ff7d:a0e3 ICMPv6 Multicast listener report
11 22 65.297356 fe80::250:4ff:fe98:7a7b ff02::1 ICMPv6 Router advertisement
12 23 67.836213 fe80::21d:92ff:fee2:9f8a ff02::1:ffe2:9f8a ICMPv6 Multicast listener report
13 24 68.839488 fe80::21d:92ff:fee2:9f8a ff02::1:ff7d:a0e3 ICMPv6 Multicast listener report
14 26 74.649544 fe80::250:4ff:fe98:7a7b ff02::1 ICMPv6 Router advertisement
15 ...

Listing 13: Exercise 4.2.c - List of recorded packets

Frame 1 to 13 are only the cyclic router advertisements messages as well as frame 17,
frame 22, frame 26 and above. As source address the value fe80::250:4ff:fe98:
7a7b is noted. This is the IPv6 address of the router. Such router advertisements mes-
sages were sent periodically or as answer of a router solicitation message. This packets
aim is to announce the router address in the subnet (local link scope).
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3 PING6 COMMANDS (EXERCISE 4.2)

Frame 14 is a router solicitation message. This is an optional message which is sent
by hosts if they want to find the local router. The node has not configured an address
yet and so it uses the unspecified address :: as source address. The packet goes to the
destination address ff02::2 which means the address FF02:0:0:0:0:0:0:2. This
multicast address sends the packet to all routers in the link-local scope as mentioned
above.

Frame 15 shows a neighbour solicitation message. As destination address ff02::1:
ffe2:9f8a is stated and source address still unspecified (::). The destination address
contains the last 3 bytes of the MAC address of the node which is 00-1D-92-E2-9F-8A.
This address is also called solicited-node multicast address. It is a special form of the the
all-nodes multicast address which is FF02::1. All nodes gets this message considering
link-local scope. The packet is send to this destiantion address because the node wants
to know if this address is already in use. If another node uses this address it sends a
response to this neighbour solicitation. Here no such a response appears because the
chosen address is free.

Frame 16 is a Multicast listener report message. Multicast Listener Discovery (MLD)
is specified in RFC 2710 [SDCS99]. MLD allows to manage memberships of multicast
addresses (group management). A multicast listener report is sent by a host when
it joins a multicast group 5. The source address of Multicast listener report packets is
specified in RFC 3590 [Net03]. Here the source of the packet is unspecified (::). RFC
3590 says also that each time a duplicate address detection being started a Multicast
listener report message have to be sent.

In this scenario, duplicate address detection (DAD) will complete successfully and collisions
can occur once the address is put into use because switches may not have forwarded the DAD
messages to all nodes on the link as required. This document fixes this problem by specifying
that MLD reports are to be sent using an unspecified source address prior to DAD being started
in order to ensure that messages sent to LL multicast addresses (e.g., including MLD) are for-
warded to all appropriate nodes as required. [Net03]

As destination the solicited-node multicast address ff02::1:ffe2:9f8a is used.

5A multicast listener report message is also sent in response to an MLD Multicast Listener Query sent by a
router. A multicast listener done message is sent if it is the last host in the group and wants to leave it
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Frame 17 shows the answer of the router solicitation message which was sent in frame
14. This message has the type router advertisements messages. Two ICMPv6 options
prefix information and source link-layer address are enabled to transport the required in-
formation.

Frame 18 represents a neighbour solicitation to check if the whished IPv6 address is
free, therefore the solicited-node multicast address ff02::1:ff7d:a0e3 as destina-
tion is used. No response follows to that solicitation so the address is not in use.

Frame 19 represents a neighbour solicitation to check if the IPv6 address is free, there-
fore the solicited-node multicast address ff02::1:ffe2:9f8a is as destination used.
No reponse follows to that solicitation so the address is not in use.

Frame 20 shows a multicast listener report again. This time as destination address the
solicited-node multicast address ff02::1:ff7d:a0e3 is used.

The node chooses the local link IPv6 address fe80::21d:92ff:fee2:9f8a. RFC
3590 specifies that thereafter new MLD Report messages should be sent:

Once a valid link-local address is available, a node SHOULD generate new MLD Report mes-
sages for all multicast addresses joined on the interface. Routers receiving an MLD Report or
Done message with the unspecified address as the IPv6 source address MUST silently discard
the packet without taking any action on the packets contents. [Net03]

Frame 23 is the realisation of sending the MLD report again. It goes to the destina-
tion address ff02::1:ffe2:9f8a. Also Frame 24 which goes to the destination ad-
dress ff02::1:ff7d:a0e3. These both addresses are also solicited-node multicast
addresses.
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3.4 MAC layer (Exercise 4.2.d)

To resolve an IPv6 address into a MAC address the ICMPv6 neighbourhood detection
is used. RFC 2461 describes that a address resolution have to be performed if a needed
MAC address is unknown. [TNI98] MAC addresses were used to communicate on
layer 2 (local link). The aim of this exercise is to analyse this. First flush the neighbour
cache to get a common initial state. The cleanup can be done by using the command
below:

ipv6 ncf

Then a ping to another PC in the same subnet is executed by:

ping6 -n 1 -l 64 2001:7c0:c00:0:21d:92ff:fee2:9f8a

The command ipv6 nc shows many entries. By doing this ping only a few are relevant
so an extract of the table is shown in listing 14. The first entry is the IPv6 address
of the destination and the second entry is the address of the router. Both entries are
incomplete because no MAC address is filled in. After doing the ping the neighbour

6: 2001:7c0:c00:0:21d:92ff:fee2:9f8a unvollständig
6: fe80::250:4ff:fe98:7a7b unvollständig

Listing 14: Exercise 4.2.d - Mapping entries before doing a ping

cache has changed. Listing 15 shows again only the relevant entries. Both entries are
now mapped to the corresponding MAC address. 00-1d-92-e2-9f-8a represents
the destination of the ping (IPv6 address 2001:7c0:c00:0:21d:92ff:fee2:9f8a)
and the MAC address 00-50-04-98-7a-7b corresponds to the router which has the
IPv6 address fe80::250:4ff:fe98:7a7b.

6: 2001:7c0:c00:0:21d:92ff:fee2:9f8a 00-1d-92-e2-9f-8a erreichbar (9000ms)
6: fe80::250:4ff:fe98:7a7b 00-50-04-98-7a-7b überfällig (Router)

Listing 15: Exercise 4.2.d - Mapping entries after doing a ping
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With Wireshark the packets were recorded which are listed in 16.

1 No.Time Source Destination Protocol Info
2 2 0.487869 2001:7c0:c00:0:a525:69a8:37a9:8c00 ff02::1:ffe2:9f8a ICMPv6 Neighbor solicitation
3 3 0.488062 2001:7c0:c00:0:21d:92ff:fee2:9f8a 2001:7c0:c00:0:a525:69a8:37a9:8c00 ICMPv6 Neighbor advertisement
4 4 0.488075 2001:7c0:c00:0:a525:69a8:37a9:8c00 2001:7c0:c00:0:21d:92ff:fee2:9f8a ICMPv6 Echo request
5 5 0.488236 2001:7c0:c00:0:21d:92ff:fee2:9f8a 2001:7c0:c00:0:a525:69a8:37a9:8c00 ICMPv6 Echo reply
6 6 1.829039 fe80::250:4ff:fe98:7a7b ff02::1 ICMPv6 Router advertisement
7 7 5.261950 fe80::21d:92ff:fee2:9f8a 2001:7c0:c00:0:a525:69a8:37a9:8c00 ICMPv6 Neighbor solicitation

Listing 16: Exercise 4.2.d - List of recorded packets

First a neighbour solicitation packet (frame 2) from the source PC to ff02::1:ffe2:
9f8a is sent. Then a neighbour advertisement packet (frame 3) comes back from 2001:
7c0:c00:0:21d:92ff:fee2:9f8a. Listing 17 shows this packet. As ICMPv6 option
target link layer address is included. This option carries the searched MAC address in line
13. This entry is added now to the neighbour cache of the source PC.

1 Frame 3 (86 bytes on wire, 86 bytes captured)
2 Ethernet II, Src: Micro-St_e2:9f:8a (00:1d:92:e2:9f:8a), Dst: Micro-St_e0:45:34 (00:1d:92:e0:45:34)
3 Internet Protocol Version 6
4 Internet Control Message Protocol v6
5 Type: 136 (Neighbor advertisement)
6 Code: 0
7 Checksum: 0x0e4a [correct]
8 Flags: 0x60000000
9 Target: 2001:7c0:c00:0:21d:92ff:fee2:9f8a (2001:7c0:c00:0:21d:92ff:fee2:9f8a)

10 ICMPv6 Option (Target link-layer address)
11 Type: Target link-layer address (2)
12 Length: 8
13 Link-layer address: 00:1d:92:e2:9f:8a

Listing 17: Exercise 4.2.d - Neighbour advertisment packet

3.5 Sending a ping to another subnet (Exercise 4.2.e)

Within this exercise again a ping to another node has to be sent, but now the destination
is located in another subnet.

There are to subnets in the laboratory. First 2001:7C0:C00:0:: and second 2001:
7C0:C00:1::. The source PC which is used to do this assignment is located in the
first subnet. This indicates the own IP address which is shown initially in listing 1. A
random PC in the other subnet has the IPv6 address 2001:7c0:c00:1:21d:92ff:
fee2:9f8c. This PC is used as destination by doing this exercise.
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The following command is executed to send a echo request to the destination PC:

ping -n 1 -l 64 2001:7c0:c00:1:21d:92ff:fee2:9f8c

With Wireshark the packets were recorded which are listed in 18.

1 No.Time Source Destination Protocol Info
2 2 0.598683 2001:7c0:c00:0:a525:69a8:37a9:8c00 2001:7c0:c00:1:21d:92ff:fee2:9f8c ICMPv6 Echo request
3 3 0.599049 2001:7c0:c00:1:21d:92ff:fee2:9f8c 2001:7c0:c00:0:a525:69a8:37a9:8c00 ICMPv6 Echo reply

Listing 18: Exercise 4.2.e - List of recorded packets

Listing 19 shows some details of the echo reply packet (frame 3). Especially the field
hop limit is interesting which can be seen in line 6. The hop limit is decreased by a router
if the packet goes through it. Doing a ping within a single subnet the hop limit stays at
64 (in echo request and echo reply packet). Here the hop limit in the reply is also 64 but
in the echo request packet it is at 63. This indicates that the packet passed a router on
the way to its destination.

1 Frame 3 (126 bytes on wire, 126 bytes captured)
2 Ethernet II, Src: 3com_98:7a:7b (00:50:04:98:7a:7b), Dst: Micro-St_e0:45:34 (00:1d:92:e0:45:34)
3 Internet Protocol Version 6
4 Payload length: 72
5 Next header: ICMPv6 (0x3a)
6 Hop limit: 63
7 Source: 2001:7c0:c00:1:21d:92ff:fee2:9f8c (2001:7c0:c00:1:21d:92ff:fee2:9f8c)
8 Destination: 2001:7c0:c00:0:a525:69a8:37a9:8c00 (2001:7c0:c00:0:a525:69a8:37a9:8c00)
9 Internet Control Message Protocol v6

Listing 19: Exercise 4.2.e - Echo reply
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3.6 Sending a ping through a tunnel (Exercise 4.2.f)

Within this exercise a ping will be send through a tunnel. (6WiN network). All IP ver-
sion 6 packets are encapsulated within an IP version 4 packet. The following command
is used to send the ping.

ping -n 1 -l 1452 2001:7C0:0:FFDB::1

A size of 1452 bytes is chosen. Normally it would work but a IPv4 header is added to
all packets passing the tunnel.

With Wireshark the packets were recorded which are listed in 20.

1 No. Time Source Destination Protocol Info
2 1 0.00000 2001:7c0:c00:0:f51f:74a0:39f:1b65 2001:7c0:0:ffdb::1 ICMPv6 Echo request
3 2 0.00157 2001:7c0:c00::1 ff02::1:ff9f:1b65 ICMPv6 Neighbor solicitation
4 3 0.00161 2001:7c0:c00:0:f51f:74a0:39f:1b65 2001:7c0:c00::1 ICMPv6 Neighbor advertisement
5 4 0.00188 2001:7c0:c00::1 2001:7c0:c00:0:f51f:74a0:39f:1b65 ICMPv6 Too big
6 5 0.12027 fe80::21d:92ff:fee0:4534 ff02::1:ffe0:4534 ICMPv6 Multicast listener report
7 7 2.62024 fe80::21d:92ff:fee0:4534 ff02::1:ff9f:1b65 ICMPv6 Multicast listener report
8 8 4.62025 fe80::21d:92ff:fee0:4534 fe80::250:4ff:fe98:7a7b ICMPv6 Neighbor solicitation
9 9 4.62046 fe80::250:4ff:fe98:7a7b fe80::21d:92ff:fee0:4534 ICMPv6 Neighbor advertisement

10 12 7.65089 2001:7c0:c00:0:f51f:74a0:39f:1b65 2001:7c0:0:ffdb::1 IPv6 IPv6 fragment (nxt=ICMPv6
11 (0x3a) off=0 id=0xc)
12 13 7.65092 2001:7c0:c00:0:f51f:74a0:39f:1b65 2001:7c0:0:ffdb::1 ICMPv6 Echo request
13 14 7.65977 2001:7c0:0:ffdb::1 2001:7c0:c00:0:f51f:74a0:39f:1b65 IPv6 IPv6 fragment (nxt=ICMPv6
14 (0x3a) off=0 id=0x127)
15 15 7.65978 2001:7c0:0:ffdb::1 2001:7c0:c00:0:f51f:74a0:39f:1b65 ICMPv6 Echo reply
16 16 9.61978 fe80::250:4ff:fe98:7a7b fe80::21d:92ff:fee0:4534 ICMPv6 Neighbor solicitation
17 17 9.61981 fe80::21d:92ff:fee0:4534 fe80::250:4ff:fe98:7a7b ICMPv6 Neighbor advertisement
18 18 11.8414 2001:7c0:c00:0:f51f:74a0:39f:1b65 2001:7c0:0:ffdb::1 IPv6 IPv6 fragment (nxt=ICMPv6
19 (0x3a) off=0 id=0xd)
20 19 11.8414 2001:7c0:c00:0:f51f:74a0:39f:1b65 2001:7c0:0:ffdb::1 ICMPv6 Echo request
21 20 11.8502 2001:7c0:0:ffdb::1 2001:7c0:c00:0:f51f:74a0:39f:1b65 IPv6 IPv6 fragment (nxt=ICMPv6
22 (0x3a) off=0 id=0x128)
23 21 11.8502 2001:7c0:0:ffdb::1 2001:7c0:c00:0:f51f:74a0:39f:1b65 ICMPv6 Echo reply

Listing 20: Exercise 4.2.f - List of recorded packets

First a echo request packet (frame 1) is sent to the ping destination address 2001:7C0:
0:FFDB::1. Wireshark gives a size of 1514 bytes:

sizeechoRequest = headerEthernetI I + headerIPv6 + headerICMPv6 + data (6)

= 14 bytes + 40 bytes + 8 bytes + 1452 bytes
= 1514 bytes
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Passing the tunnel leads to addition 20 bytes caused of the IPv4 header. But this packet
size is not possible to carry over EthernetII because of the maximum MTU of 1480 bytes
without Ethernet header.

This leads to Frame 4. It is a ICMPv6 packet with the message type too big. The ICMP
message is sent by the router on the tunnel endpoint on the side where the source PC
is located.

As a reaction the echo request is resend by the source PC but now this is done by
using fragmentation. Simply two fragments were sent to doing this request, also two
fragments comes back from the destination (as it is described above).
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4 CONCLUSION

4 Conclusion

This assignment has examined how IP version 6 and ICMP version 6 work principally.
The differences in comparison to version 4 were discussed.

IPv4 uses the Address Resolution Protocol (ARP) to resolve MAC-/ Local-Link layer-/
hardware addresses. By introducing IPv6 ARP is replaced by the Neighbor Discov-
ery Protocol. Each router sends special messages to announce itself, called router ad-
vertisement message. To resolve local-link layer addresses neighbour solicitation and
neighbour advertisement packets are sent.

Sending IP version 6 packets through a tunnel leads to a fragmentation if the IPv6
packet is too big. A fragmentation is done by adding a IPv6 fragmentation header.

There is no IP broadcast in IPv6 all needed broadcasts can be done by the predefined
multicast addresses.
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A Appendix

A.1 Node configuration

A.1.1 Display all IPv4 and IP6 configuration (Exercise 4.1.a)

ipconfig /all

Shows various information

1 Windows-IP-Konfiguration
2
3 Hostname. . . . . . . . . . . . . : itpc3111
4 Primäres DNS-Suffix . . . . . . . : rznt.rzdir.fht-esslingen.de
5 Knotentyp . . . . . . . . . . . . : Hybrid
6 IP-Routing aktiviert. . . . . . . : Nein
7 WINS-Proxy aktiviert. . . . . . . : Nein
8 DNS-Suffixsuchliste . . . . . . . : rznt.rzdir.fht-esslingen.de
9 rzdir.fht-esslingen.de

10 hs-esslingen.de
11
12 Ethernetadapter LAN-Verbindung 3:
13
14 Verbindungsspezifisches DNS-Suffix:
15 Beschreibung. . . . . . . . . . . : Realtek RTL8168/8111 PCI-E Gigabit Ethernet NIC
16 Physikalische Adresse . . . . . . : 00-0A-CD-16-DB-13
17 DHCP aktiviert. . . . . . . . . . : Nein
18 IP-Adresse. . . . . . . . . . . . : 192.168.31.11
19 Subnetzmaske. . . . . . . . . . . : 255.255.255.0
20 IP-Adresse. . . . . . . . . . . . : fe80::20a:cdff:fe16:db13%5
21 Standardgateway . . . . . . . . . : 192.168.31.100
22 DNS-Server. . . . . . . . . . . . : fec0:0:0:ffff::1%1
23 fec0:0:0:ffff::2%1
24 fec0:0:0:ffff::3%1
25 NetBIOS über TCP/IP . . . . . . . : Deaktiviert
26
27 Ethernetadapter LAN-Verbindung:
28
29 Verbindungsspezifisches DNS-Suffix: rznt.rzdir.fht-esslingen.de
30 Beschreibung. . . . . . . . . . . : Generic Marvell Yukon Chipset based Ethernet Controller
31 Physikalische Adresse . . . . . . : 00-0A-5E-24-64-B2
32 DHCP aktiviert. . . . . . . . . . : Ja
33 Autokonfiguration aktiviert . . . : Nein
34 IP-Adresse. . . . . . . . . . . . : 134.108.68.3
35 Subnetzmaske. . . . . . . . . . . : 255.255.254.0
36 Standardgateway . . . . . . . . . : 134.108.68.254
37 DHCP-Server . . . . . . . . . . . : 134.108.34.15
38 DNS-Server. . . . . . . . . . . . : 134.108.56.66
39 134.108.56.67
40 134.108.56.65
41 134.108.34.5
42 134.108.34.6
43 NetBIOS über TCP/IP . . . . . . . : Deaktiviert
44 Lease erhalten. . . . . . . . . . : Samstag, 28. November 2009 12:12:49
45 Lease läuft ab. . . . . . . . . . : Samstag, 28. November 2009 13:52:49
46
47 Ethernetadapter VirtualBox Host-Only Network:
48
49 Verbindungsspezifisches DNS-Suffix:
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50 Beschreibung. . . . . . . . . . . : VirtualBox Host-Only Ethernet Adapter
51 Physikalische Adresse . . . . . . : 08-00-27-00-44-10
52 DHCP aktiviert. . . . . . . . . . : Nein
53 IP-Adresse. . . . . . . . . . . . : 192.168.56.1
54 Subnetzmaske. . . . . . . . . . . : 255.255.255.0
55 IP-Adresse. . . . . . . . . . . . : fe80::a00:27ff:fe00:4410%6
56 Standardgateway . . . . . . . . . :
57 DNS-Server. . . . . . . . . . . . : fec0:0:0:ffff::1%2
58 fec0:0:0:ffff::2%2
59 fec0:0:0:ffff::3%2
60
61 Tunneladapter Teredo Tunneling Pseudo-Interface:
62
63 Verbindungsspezifisches DNS-Suffix:
64 Beschreibung. . . . . . . . . . . : Teredo Tunneling Pseudo-Interface
65 Physikalische Adresse . . . . . . : FF-FF-FF-FF-FF-FF-FF-FF
66 DHCP aktiviert. . . . . . . . . . : Nein
67 IP-Adresse. . . . . . . . . . . . : fe80::ffff:ffff:fffd%7
68 Standardgateway . . . . . . . . . :
69 NetBIOS über TCP/IP . . . . . . . : Deaktiviert
70
71 Ethernetadapter LAN-Verbindung 2:
72
73 Verbindungsspezifisches DNS-Suffix:
74 Beschreibung. . . . . . . . . . . :
75 Physikalische Adresse . . . . . . : 00-1D-92-E0-45-34
76 DHCP aktiviert. . . . . . . . . . : Nein
77 IP-Adresse. . . . . . . . . . . . : 2001:7c0:c00:0:a525:69a8:37a9:8c00
78 IP-Adresse. . . . . . . . . . . . : 2001:7c0:c00:0:21d:92ff:fee0:4534
79 IP-Adresse. . . . . . . . . . . . : fe80::21d:92ff:fee0:4534%4
80 Standardgateway . . . . . . . . . : fe80::250:4ff:fe98:7a7b%4
81 DNS-Server. . . . . . . . . . . . : fec0:0:0:ffff::1%4
82 fec0:0:0:ffff::2%4
83 fec0:0:0:ffff::3%4
84 NetBIOS über TCP/IP . . . . . . . : Deaktiviert
85
86 Tunneladapter Automatic Tunneling Pseudo-Interface:
87
88 Verbindungsspezifisches DNS-Suffix:
89 Beschreibung. . . . . . . . . . . : Automatic Tunneling Pseudo-Interface
90 Physikalische Adresse . . . . . . : C0-A8-38-01
91 DHCP aktiviert. . . . . . . . . . : Nein
92 IP-Adresse. . . . . . . . . . . . : fe80::5efe:192.168.56.1%2
93 Standardgateway . . . . . . . . . :
94 DNS-Server. . . . . . . . . . . . : fec0:0:0:ffff::1%2
95 fec0:0:0:ffff::2%2
96 fec0:0:0:ffff::3%2
97 NetBIOS über TCP/IP . . . . . . . : Deaktiviert
98
99 Tunneladapter Automatic Tunneling Pseudo-Interface:

100
101 Verbindungsspezifisches DNS-Suffix:
102 Beschreibung. . . . . . . . . . . : Automatic Tunneling Pseudo-Interface
103 Physikalische Adresse . . . . . . : C0-A8-1F-0B
104 DHCP aktiviert. . . . . . . . . . : Nein
105 IP-Adresse. . . . . . . . . . . . : fe80::5efe:192.168.31.11%2
106 Standardgateway . . . . . . . . . :
107 DNS-Server. . . . . . . . . . . . : fec0:0:0:ffff::1%1
108 fec0:0:0:ffff::2%1
109 fec0:0:0:ffff::3%1
110 NetBIOS über TCP/IP . . . . . . . : Deaktiviert
111
112 Tunneladapter Automatic Tunneling Pseudo-Interface:
113
114 Verbindungsspezifisches DNS-Suffix: rznt.rzdir.fht-esslingen.de
115 Beschreibung. . . . . . . . . . . : Automatic Tunneling Pseudo-Interface
116 Physikalische Adresse . . . . . . : 86-6C-44-03
117 DHCP aktiviert. . . . . . . . . . : Nein
118 IP-Adresse. . . . . . . . . . . . : fe80::5efe:134.108.68.3%2
119 Standardgateway . . . . . . . . . :
120 DNS-Server. . . . . . . . . . . . : fec0:0:0:ffff::1%1
121 fec0:0:0:ffff::2%1
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122 fec0:0:0:ffff::3%1
123 NetBIOS über TCP/IP . . . . . . . : Deaktiviert

Listing 21: Exercise 4.1.a - Output of the commandipconfig to show all IP configurations

A.1.2 Display only IP version 6 configuration (Exercise 4.1.b)

ipv6 if

1 Schnittstelle 7: Teredo-Tunneling-Pseudoschnittstelle
2 Guid {C292D0DB-2CB4-4ACD-9E3F-403BDF594865}
3 Zonen: link 7 site 3
4 Kabel wurde entfernt
5 verwendet Umgebungsentdeckung
6 verwendet Routersuche
7 Routingprüferenz 2
8 Verbindungsschichtadresse: 0.0.0.0:0
9 preferred link-local fe80::ffff:ffff:fffd, Gültigkeitsdauer infinite

10 Multicast interface-local ff01::1, 1 refs, kann nicht berichtet werden
11 Multicast link-local ff02::1, 1 refs, kann nicht berichtet werden
12 Verbindungs-MTU 1280 (Wahrer Verbindungs-MTU 1280)
13 aktuelles Abschnittsmaximum 128
14 erreichbare Zeit 16500ms (Basis 30000ms)
15 Intervall für erneute Übertragung 1000ms
16 DAD-Übertragungen 0
17 Standardsite-Präfixlänge 48
18 Schnittstelle 6: Ethernet: VirtualBox Host-Only Network
19 Guid {66E06A3D-3B9D-4729-8CDB-A5B5A23E69C0}
20 Zonen: link 6 site 2
21 verwendet Umgebungsentdeckung
22 verwendet Routersuche
23 Verbindungsschichtadresse: 08-00-27-00-44-10
24 preferred link-local fe80::a00:27ff:fe00:4410, Gültigkeitsdauer infinite
25 Multicast interface-local ff01::1, 1 refs, kann nicht berichtet werden
26 Multicast link-local ff02::1, 1 refs, kann nicht berichtet werden
27 Multicast link-local ff02::1:ff00:4410, 1 refs, letzter Bericht
28 Verbindungs-MTU 1500 (Wahrer Verbindungs-MTU 1500)
29 aktuelles Abschnittsmaximum 128
30 erreichbare Zeit 36000ms (Basis 30000ms)
31 Intervall fÜr erneute Übertragung 1000ms
32 DAD-Übertragungen 1
33 Standardsite-Präfixlänge 48
34 Schnittstelle 5: Ethernet: LAN-Verbindung 3
35 Guid {3266636D-ECD4-47CD-B391-2240E397C6DD}
36 verwendet Umgebungsentdeckung
37 verwendet Routersuche
38 Verbindungsschichtadresse: 00-0a-cd-16-db-13
39 preferred link-local fe80::20a:cdff:fe16:db13, Gültigkeitsdauer infinite
40 Multicast interface-local ff01::1, 1 refs, kann nicht berichtet werden
41 Multicast link-local ff02::1, 1 refs, kann nicht berichtet werden
42 Multicast link-local ff02::1:ff16:db13, 1 refs, letzter Bericht
43 Verbindungs-MTU 1500 (Wahrer Verbindungs-MTU 1500)
44 aktuelles Abschnittsmaximum 128
45 erreichbare Zeit 35500ms (Basis 30000ms)
46 Intervall für erneute Übertragung 1000ms
47 DAD-Übertragungen 1
48 Standardsite-Präfixlänge 48
49 Schnittstelle 4: Ethernet
50 Guid {587114F0-85C0-4482-B778-68CBA7469BCA}
51 Zonen: link 4 site 4
52 verwendet Umgebungsentdeckung
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53 verwendet Routersuche
54 Verbindungsschichtadresse: 00-1d-92-e0-45-34
55 preferred global 2001:7c0:c00:0:a525:69a8:37a9:8c00, Gültigkeitsdauer 6d19h53m44s/19h50m57s (temporär)
56 preferred global 2001:7c0:c00:0:21d:92ff:fee0:4534, Gültigkeitsdauer 29d23h59m58s/6d23h59m58s (öffentlich)
57 preferred link-local fe80::21d:92ff:fee0:4534, Gültigkeitsdauer infinite
58 Multicast interface-local ff01::1, 1 refs, kann nicht berichtet werden
59 Multicast link-local ff02::1, 1 refs, kann nicht berichtet werden
60 Multicast link-local ff02::1:ffe0:4534, 2 refs, letzter Bericht
61 Multicast link-local ff02::1:ffa9:8c00, 1 refs, letzter Bericht
62 Verbindungs-MTU 1500 (Wahrer Verbindungs-MTU 1500)
63 aktuelles Abschnittsmaximum 64
64 erreichbare Zeit 19500ms (Basis 30000ms)
65 Intervall für erneute Übertragung 1000ms
66 DAD-Übertragungen 1
67 Standardsite-Präfixlänge 48
68 Schnittstelle 3: Pseudoschnittstelle für Ipv6-nach-Ipv4-Tunneling
69 Guid {A995346E-9F3E-2EDB-47D1-9CC7BA01CD73}
70 verwendet keine Umgebungsentdeckung
71 verwendet nicht Routersuche
72 Routingprüferenz 1
73 Verbindungs-MTU 1280 (Wahrer Verbindungs-MTU 65515)
74 aktuelles Abschnittsmaximum 128
75 erreichbare Zeit 43500ms (Basis 30000ms)
76 Intervall für erneute Übertragung 1000ms
77 DAD-Übertragungen 0
78 Standardsite-Präfixlänge 48
79 Schnittstelle 2: Automatische Tunneling-Pseudoschnittstelle
80 Guid {48FCE3FC-EC30-E50E-F1A7-71172AEEE3AE}
81 verwendet keine Umgebungsentdeckung
82 verwendet nicht Routersuche
83 Routingprüferenz 1
84 EUI-64 eingebettete IPv4-Adresse: 0.0.0.0
85 Router-Verbindungsschichtadresse: 0.0.0.0
86 preferred link-local fe80::5efe:192.168.56.1, Gültigkeitsdauer infinite
87 preferred link-local fe80::5efe:192.168.31.11, Gültigkeitsdauer infinite
88 preferred link-local fe80::5efe:134.108.68.3, Gültigkeitsdauer infinite
89 Verbindungs-MTU 1280 (Wahrer Verbindungs-MTU 65515)
90 aktuelles Abschnittsmaximum 128
91 erreichbare Zeit 40500ms (Basis 30000ms)
92 Intervall für erneute Übertragung 1000ms
93 DAD-Übertragungen 0
94 Standardsite-Präfixlänge 48
95 Schnittstelle 1: Pseudoschnittstelle für Loopback
96 Guid {6BD113CC-5EC2-7638-B953-0B889DA72014}
97 Zonen: link 1 site 5
98 verwendet keine Umgebungsentdeckung
99 verwendet nicht Routersuche

100 Verbindungsschichtadresse:
101 preferred link-local ::1, Gültigkeitsdauer infinite
102 preferred link-local fe80::1, Gültigkeitsdauer infinite
103 Verbindungs-MTU 1500 (Wahrer Verbindungs-MTU 4294967295)
104 aktuelles Abschnittsmaximum 128
105 erreichbare Zeit 15500ms (Basis 30000ms)
106 Intervall für erneute Übertragung 1000ms
107 DAD-Übertragungen 0
108 Standardsite-Präfixlänge 48

Listing 22: Exercise 4.1.b - Output of the command ipv6 to show IPv6 interfaces

A.1.3 Display only IP version 6 configuration (Exercise 4.1.c)

The command netsh
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netsh int IPv6 show address

1 Der aktive Status wird abgefragt...
2
3 Schnittstelle 7: Teredo Tunneling Pseudo-Interface
4 Adresstyp DAD-Status Gültigkeit Bevorzugt Adresse
5 --------- ---------- ------------ ------------ -----------------------------
6 Verbindung Bevorzugt infinite infinite fe80::ffff:ffff:fffd
7
8 Schnittstelle 6: VirtualBox Host-Only Network
9 Adresstyp DAD-Status Gültigkeit Bevorzugt Adresse

10 --------- ---------- ------------ ------------ -----------------------------
11 Verbindung Bevorzugt infinite infinite fe80::a00:27ff:fe00:4410
12
13 Schnittstelle 5: LAN-Verbindung 3
14 Adresstyp DAD-Status Gültigkeit Bevorzugt Adresse
15 --------- ---------- ------------ ------------ -----------------------------
16 Verbindung Bevorzugt infinite infinite fe80::20a:cdff:fe16:db13
17
18 Schnittstelle 4: LAN-Verbindung 2
19 Adresstyp DAD-Status Gültigkeit Bevorzugt Adresse
20 --------- ---------- ------------ ------------ -----------------------------
21 Temporär Bevorzugt 6d19h51m16s 19h48m29s 2001:7c0:c00:0:a525:69a8:37a9:8c00
22 Öffentlich Bevorzugt 29d23h59m59s 6d23h59m59s 2001:7c0:c00:0:21d:92ff:fee0:4534
23 Verbindung Bevorzugt infinite infinite fe80::21d:92ff:fee0:4534
24
25 Schnittstelle 2: Automatic Tunneling Pseudo-Interface
26 Adresstyp DAD-Status Gültigkeit Bevorzugt Adresse
27 --------- ---------- ------------ ------------ -----------------------------
28 Verbindung Bevorzugt infinite infinite fe80::5efe:192.168.56.1
29 Verbindung Bevorzugt infinite infinite fe80::5efe:192.168.31.11
30 Verbindung Bevorzugt infinite infinite fe80::5efe:134.108.68.3
31
32 Schnittstelle 1: Loopback Pseudo-Interface
33 Adresstyp DAD-Status Gültigkeit Bevorzugt Adresse
34 --------- ---------- ------------ ------------ -----------------------------
35 Loopback Bevorzugt infinite infinite ::1
36 Verbindung Bevorzugt infinite infinite fe80::1

Listing 23: Exercise 4.1.c - Output of the command netsh to show IPv6 interfaces
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